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Whoam 1|1 ?

e Worked in computers & electronics since 1969

e Founded FirsteBase Technologies in 1989
(one of the first ethical hacking firms)

e Primary roles:
- Network penetration tester
- Social engineer
- Conference speaker
- TV and radio security ‘expert’
- Security author
- Active member of BCS, ISP and ISACA
- aka Famous Pete Wood Security (FPWS)
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Thinking like a hacker

e Hacking is a way of thinking
A hacker is someone who thinks outside the box. It's
someone who discards conventional wisdom, and does
something else instead. It's someone who looks at the
edge and wonders what's beyond. It's someone who

sees a set of rules and wonders what happens if you
don't follow them. [Bruce Schneier]

e Hacking applies to all aspects of life
- not just computers
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SNMP for hackers

e |If you know the read string (default public) you can read the
entire MIB for that device

e |If you know the read-write string (default private) you may be
able to change settings on that device

e You may be able to ‘snifff community strings off the network if
they’ve been changed from the defaults

e You may be able to control a router or switch:

- Intercept traffic and read sensitive information

- ‘Crash’ the network repeatedly

- Lock the device out, requiring physical access to reset it
e You may be able to list users, groups, shares etc. on servers

e You may be able to subvert wireless network security
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Sin #1
Insecure network infrastructure

e SNMP on by default when not used

e SNMP default community strings in use

e SNMP v3 seldom implemented

e Easy-to-guess or default passwords

e Passwords shared between staff & never changed
e Instrastructure is rarely tested or audited

e Clear standards, regular network discovery checks
and lots of training is the defence
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Windows is complicated

Widows permissions are confusing
Default groups can be a problem (‘everyone’)
There isn’t enough granularity:

- Domain Admins / Enterprise Admins
- Account Operators / Server Operators (seldom used)
- The rest!

Confusion between domain accounts and local accounts
Windows password weaknesses are not understood
Usually way too many ‘Domain Admins’
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Sin #2
Insecure Windows domains

e Badly configured permissions

e Too much access for too many accounts
e Too many privileged accounts

e Obviously named service accounts

e Easy-to-guess passwords

e No idea how to make a strong password
(don’t know about LM hashes!)

e Unpatched systems, because inside is safe!

e Clear standards, regular penetration tests and lots
of training is the defence
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Laptop hacking
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Just read the disk

“Without a username and password | was able to use a
boot CDROM to bypass the login password and copy the
document files from my hard drive to my iPod in about 3
minutes 15 seconds.”
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. or crack a local password

) oBJECTIF SECURITE

8 de la sécurita informatiqus

Ophcrack Live CD

Ophcrack is a free Windows password cracker based on
rainbow tables by the inventors of the method. It comes with
a Graphical User Interface and runs on multiple platforms.
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£ ... or change a local password
)
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Offline NT Password & Registry Editor, Bootdisk

Twe put together a smgle floppy or CD winch contans things needed to edit the pazswords on most systems. -

The bootdisk supports standard (duallIDE controllers, and most SCEL-controllers with the dnvers suppledina
seperate archive below. Tt does not need any other special hardware, it will run on 486 or higher, with at least 32ME
(I think) ram o more, Unsupported hardware: MCA and EISA not supported, 120 may not work, USE keyboard
may not worle Cute a few IDE and SCSI rand-controllers may not worle either.

DANGER WILL ROBINSON)
If used on users that have EFS encrypted files, and the system is XP or later service packs on win2k, all
encrypted files for that user will he UNREADABLE! and cannot be recovered unless you remember the

old password again
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Sin #3
Insecure laptops and desktops

e Physical security on Windows desktops and
laptops doesn’t exist

e Native Windows security is ineffective if you
have physical access

e Everything is visible: e-mails, spreadsheets,
documents, passwords

e |If it’s on your machine — it can be stolen!

e Encryption is the best defence, coupled with
lots of training
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Sin #4
Insecure buildings

e Cleaners:

- No vetting

- Out-of-hours access

- Cleans desks (and under them)
- Takes out large black sacks

e |nadequate visitor control

e Tailgating

e Lack of challenge / reporting

e Clear standards, regular physical penetration tests and
lots of training is the defence
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Hardware keyloggers
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Sin #5
INnsecure workspaces

e No clear desk policy

e Machines left logged on

e No supervision of visitors

e No physical inspections

e Lack of challenge / reporting

e Clear standards, regular inspections,
physical penetration tests and lots of
training is the defence
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USB devices

e Memory sticks
e |Pods
e USB bling
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Sin #6
Insecure USB connectivity

e |nadequate policy on MP3 players
e Lack of controls on USB ports

e Implicit trust of staff

e No physical inspections

e Lack of challenge / reporting

e Clear standards, USB port controls, regular
Inspections and lots of training is the
defence

Slide 17 © First Base Technologies 2010



Slide 18

Home wireless networks used for

business
Public hotspots used for work
Convenience versus security

False sense of security provided
by VPNs
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Eavesdropping

Packet sniffing unprotected WiFi can reveal:
e logons and passwords for unencrypted sites

e all plain-text traffic
(e-mails, web browsing, file transfers, etc)

Content-Type: application/x-vvw-form-urlencoded
Content-Length: 45

username=bill¥40Onicrosoft. comndpassword=nypasswordHTTP/1.1 Z00 OK
Date: Tue, 06 Apr 2010 13:46:03 GMT
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Active attacks

Once connected to the network an attacker can:

e conduct man-in-the-middle attacks
(including SSL and TLS)

e redirect traffic
e spoof legitimate machines
e hijack PDAs, IPhones, etc

SSL/TLS man-in-the-middle attack tool

sslsniff 15 designed to create man-in-the-middle (MITM; attacks for SSL/TLS connections, and dynamically
generates certs for the domains that are being accessed on the fly. The new certificates are constructed in a
certificate chain that is =signed by any certificate that is provided. sslsniff also supports other attacks like
null-prefix or OCSP attacks to achieve silent interceptions of connections when possible.
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Sin #7
Insecure home and public WiFI

e No encryption (or only WEP)

e Plain text traffic (email, unencrypted sites)
e SSL VPNs on unecrypted wireless

e Wireless networks are hubs!

e Wireless is radio!

e Clear standards, WPAZ2 encryption, regular
tests and lots of training is the defence
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No full disk encryption
Poor passwords End point penetration tests

Poor staff training

Mo two-factor authentication
No encryption Remote access and VPN tests

Poorly configured hosts

Insecure wireless networks
Lack of firewalling N
Wireless network tests
Wireless leakage

Insecure wireless clients
Poor staff training Telephone social engineering

Poor perimeter security
Poor staff training A z = =
On-site social engineering
Insecure rooms

Unprotected information
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Security Reviews

Pragmatic security reviews

Unknown devices
External scans Rogue services

Firewall rules

= - Commoaon vulnerabilities (OWASP)
Web application tests -
Poar program logic

Unknown devices

Rogue services
Internal scans . :

Configuration errors

SNMP vulnerabilities

Poor quality passwords
Unpatched systems

Internal penetration tests Unprotected data
Inappropriate access permissions

Privilege escalation

Poor quality passwords
L. Unpatched databases
Database and application tests :
Poor program logic

Commaon vulnerabilities
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Need more information?

Peter Wood

Chief Executive Officer
FirsteBase Technologies LLP

peterw@firstbase.co.uk
Twitter: peterwoodx
Blog: fpws.blogspot.com

http://firstbase.co.uk
http://white-hats.co.uk
http://peterwood.com technologies
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